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1 Introduction
This document is prepared as part of the COST action SHELD-ON CA16226. The goal of
this document is to identify and report on the state of the art in ICT developments for
a safely, comfortably, and healthily elderly life. The document is prepared by the
Working group 2, ICT developments that is part of the SHELD-ON COST action. It is
divided in 7 sections, each identifying different focusing groups and reporting on
different areas of research and development. The focusing groups were selected
based on the WG2 meetings discussions, each targeting specific aspects of the ICT
developments which by itself is a quite large R&D area. The focusing groups are as
follows:
•
•
•
•
•
•

Co-design/participatory design
Adoption/accessibility/acceptance/legal
Ambient living/wearables/sensors
Supporting emotional well-being/Supporting
decline/supporting ADL
Natural Settings Medical data analytics
Solutions for caregivers, security and privacy

people

with

cognitive

In the following sections the document describes the state of the art in each of the
focusing groups. The document also gives brief analysis of the publishing trends in
each focus groups based on specific keywords that were decided during the WG2
meetings. The analysis was performed using a semi-automated Natural Language
Processing (NLP) Toolkit [12] and used the IEEEXplore, PubMed and Springer digital
libraries for searching and selecting publications. The following keywords were used
for the automated search for each of the focusing groups:
"AAL", “Ambient assisted living", "active aging", "elderly care", "ELE", "human activity
recognition", "enhanced living environment", "smart home", "smart habitat", "telecare", "smart furniture"
Based on the found publications, additional selection was performed using properties
that are specific for the focusing groups. The initial findings based on the keywords
are depicted in Figure 1-1:

Figure 1-1 Number of publications per keyword per year
The following sections describe the findings of the WG2 members regarding the state
of the art developments in ICT for a safely, comfortably, and healthily life of the aging
population.

2 Co-design/participatory design
2.1 Quantitative analysis of publications
The publications that contained the globally selected keywords where filtered by the
following properties:
"Robotics": [["social robotics", "social robot"],
["prototype", "field test"],
["ideation", "idea", "concept"],
["shopping robot"],
["guiding robot", "assistive robot"],
["camera robot"]],
"co-design": [["participatory design", "PD", "co-design", "cooperative design", "cooperative design", "bottom up"],
["top down", "off-the-shelf", "generic", "generalized"],
["involvement", "include", "inclusive", "inclusiveness"],
["inclusive design", "user sensitive"],
["stakeholders", "users", "patients"],
["feedback"],
["diversity", "diverse"],
["early involvement", "initial involvement"],
["context"],
["workflow", "habit", "routine"]],
"sensor position": [["wearables", "smartwatch", "smart watch", "bracelet",
"smartphone", "smart phone", "wristband"],
["environmental", "ambient"],
["body", "hand", "hip", "ankle", "pocket", "arm", "neck", "ear"],
["furniture", "chair", "table", "bed", "mattress"],
["clothes", "apparel", "garment", "shirt", "pants", "shoes", "knit", "sawn", "jacket",
"pajamas", "gloves", "glasses", "socks"]]}
Based on the properties the NLP Toolkit did automated selection of relevant papers.
The results of the survey are shown on the following figures:

Figure 2-1 Publications that contain the “Robotics” properties per year

Figure 2-2 Publication that contain the “Co-design” properties per year

Figure 2-3 Publications based on mentioned sensor position property per
year
As it can be observed from Figures 3-1 to 3-3, there is an increasing trend in
publications for co-design. Furthermore, there is very small number of publications
for guiding robots and social robots which gives us insight that there is much work to
be done in that area. Also, most of the publications consider wearable sensors and
there is not enough work done in the research community on furniture-based sensors
which is also a field that needs to be considered.

2.2 Participatory design definition and state of the art
PD (originally co-operative design, now often co-design) is an approach to design
attempting to actively involve all stakeholders in the design process to help ensure
the result meets their needs. It means that users are understood as experts on
relevant tasks, activities, and processes [1]. We expect their detailed view and
constructive feedback on the presented ideas and proposals.
In the case of elderly people, the management of PD is affected by the diversity of
health conditions, contextual factors and daily activities [2]. Aarhus et al. [3] exemplify
how similar-aged elderly have different attitudes and perspectives towards
technology. Grönvall and Kyng [4] explain how moving the PD process into a home
environment affects the organization, participation and recruitment, especially when
working with ill and fragile participants. Gregor and Newe,ll [5] propose a
methodology called User sensitive inclusive design allowing designers to
accommodate diversity within the group of older adults.
The UTOPIA project is focused on developing effective methods for the early
involvement of older people in the development of information technology-related
products through a diverse user base [6]. Ekdahl et al. [7] discuss elderly patients’
needs and preferences when making decisions about care and medical treatment,
discussing the limitations involved when engaging elderly participants.
Huldtgren et al. [8] present a concept for community-based co-creation where the
goal is to facilitate long-term collaboration with various stakeholders in a community-

based environment. Scandurra and Sjölinder [9] emphasize the importance of
understanding the context around the elderly users. The danger of “overselling” the
outcome of PD activities to such participants is also stressed. Lindsay et al. [10] argue
for the importance of empathy when engaging the elderly in order to provide
meaningful engagements. Massime et al. emphasizes the need to respect individual’s
contributions to the design process [11].
The mentioned papers focus mainly on the heterogeneous character of the target
group of older people. The authors tried to find the key points how to overcome these
barriers or to propose the new methodologies for this purpose. We should focus on
these aspects:
•
•
•
•

Keeping older participants focused on the topics and giving them clear
opportunities to present their ideas during the meetings.
Respecting the differences in the target group and do not try to sell our idea
of the solution at all costs.
Supporting their creative thinking on new technologies and things which
they cannot imagine or do not meet yet.
Understanding the context and workflows of their daily activities as an
important input to the design process.

2.3 Social robotics and participatory design survey based
on publications from the Participatory Design
Conference
2.3.1 Motivation
One of the current trends of ICT is the domain of robots. In the context of the CA16226
the field of social robotics holds promise as potential extension of in-home caregiving
to be a personal assistant which can assist with solving various tasks. In general, the
topic of social robotics in an aging context has the following coloration – much
development is limited to industrial off-the-shelf products or highly generalized
solutions where the application context is only assumed after the development. In
contrast to this top-down approach, this review will look at the state of robotics (also
historically) in a design methodological field known as Participatory Design (PD). PD
is historically a bottom-up, emancipatory design approach where technological
systems are co-designed with end-users.
The first part is to identify papers which research surrounds robotics and the second
part is to investigate the concept of elderly in these technological contexts provided
by the found papers.

2.3.2 Search scope and strategy
The following literature was identified by an automated string search on all
proceedings counting full- and short -research papers from the biannual Participatory
Design Conference (PDC) from 1990 to 2018. Total volume for the search was 531

research papers. Workshops, posters, installations etc. were removed as these do not
by format carry enough information to properly gauge the contribution(s).
The search string used was a truncated [robot] allowing variations and partial
congruence such as [anth*robot*ic], [robot*ic], [robot*ic] [robot*s] etc. thus in this
manner also identifying hyphenation associated with the search string, such as
[social-robotics].
The return of the search showed a total amount of 177 hits in papers having any
variation of [robot] in the text – here also counting bibliography, copyright statements
etc. After filtering these for duplicates – 29 unique papers were identified.

2.3.3 Limitation
The review is limited by scoping only literature from PDC.

2.3.4 Manual sorting of identified papers
Identified papers have been manually inspected. Only papers which clearly address
the reflection on, design of and/or construction of robots are included.
After the manual inspection leading to Table 1 - a reverse search on [age], [elder*],
[senior] was conducted to scope out oversights in the manual inspection.

2.3.5 Results
Table 1 below shows the included literature and a breakdown on contributions to the
Robot topic.
The first-time robots are mentioned directly in the literature is in the proceedings of
the PDC in 2002. Before this point in time the mentioning of robots is limited to
examples of potential technology in line with all other types of technology. But
looking across the publications added to Table 1 it is clear that the promise of finding
contributions to the combination of robot and elderly is unfulfilled. While robot is on
the agenda in PD it only surpasses stages of ideation when off-the-shelf robots have
been used in workshops (see Walker et al., 2012 [16]; Iivari and Kinnula, 2018 [14]). One
paper both demonstrates use of a robotic prototyping system and in a context of a
community. The main finding is that these robots, which the design partners develop
become ways for themselves as community members to become critically engaged
towards their own life-worlds (DiSalvo et al., 2008 [13]). Critical engagement as an
outcome of designing robots is also backed up by (Brown and Choi, 2018[12]), also in a
personal life context.
While it is not uncommon to find contributions mostly relating to values, criticality
and reflection on technology, very little addresses the concept of robots. Although
Leong and Robertson (2016) [16] present interesting insights from discussing
technology with senior citizens and gives insights into values and elderly participation
in design - the robotic outcomes are not identifiable.
In conclusion, the field of PD (limited by the PDC proceedings and search strategy)
does not lead the way for how to approach the co-design of robots in the context of
healthy ageing. Robot solutions are primarily limited to ideation and very little
tangible robotic development is described.
The scope should be opened up towards more technical domains and a more open
study on designing ICT (not limited to a robotic context) with senior citizens (this is
the most fitting label).

Table 1. Results of the survey for Social robotics and PD
Reference (APA)

Desig
n
partn
er

Technologic
al
construction

Farber, A., Druin, A.,
Chipman, G., Julian, D., &
Somashekher, S. (2002).
How Young Can Our
Technology
Design
Partners Be?. In PDC
2002 (pp. 272-277).

Childr
en

Minimal
prototype

Taxén,
G.
(2004).
Introducing
participatory design in
museums.
In Proceedings of the
eighth conference on
Participatory
design:
Artful
integration:
interweaving
media,
materials and practicesVolume 1 (pp. 204-213).
ACM.
Reddy, M., Hughes, N., &
Turnbull,
N.
(2004).
Anthrobotics: Scienceby-Doing
in
Higher
Education. In PDC 2004
(pp. 53-56).

High
school
stude
nts

No

High
school
stude
nts

Holmquist, L. E. (2008,
October). Bootlegging:
Multidisciplinary
brainstorming with cutups. In Proceedings of
PDC 2008 (pp. 158-161).
Indiana University.
Weiss, A., Wurhofer, D.,
Bernhaupt, R., Beck, E., &
Tscheligi,
M.
(2008,
October). This is a flying
shopping trolley: A case
study of participatory
design with children in a
shopping
context.
In Proceedings
PDC

Off-theshelf
robot

Primary
content
relation
robots

Level of
Robot
content

Conte
xt

Aging/elder
ly

no

ideation

none

uncle
ar

no

no

ideation

idea

Muse
um

no

no

no

Curriculum
development

applied

Highe
r
educa
tion

no

Indust
ry and
acade
mia

No

no

Design
workshops

idea

uncle
ar

no

Childr
en

Shopping
robot

no

Design
workshops

idea

Shopp
ing

no

and type of
robot

in
to

Unclear

Guiding
robot

Various
conceived
ideas

2008 (pp.
254-257).
Indiana University.
DiSalvo, C., Nourbakhsh,
I., Holstius, D., Akin, A., &
Louw,
M.
(2008,
October).
The
Neighborhood
Networks project: a case
study
of
critical
engagement
and
creative
expression
through
participatory
design. In Proceedings
of PDC 2008 (pp. 41-50).
Indiana University.

Com
munit
y
mem
bers

Working
prototypes

Kilbourn, K., & Bay, M.
(2010,
November).
Foresight and forecasts:
participation in a welfare
technology innovation
project. In Proceedings
of PDC 2010 (pp. 255258). ACM.

staff

No

no

Walker, S., Bell, S.,
Jackson, A., & Heery, D.
(2012, August). Imagine
real avatars and flying
shepherds: involvement
and engagement in
innovative
ICT.
In Proceedings of the
PDC 2012. (pp. 101-108).
ACM.

public

No

Yes

aerial

Giraff
telecare
robot

Leong,
T.
W.,
&
Robertson,
T.
(2016,
August). Voicing values:
laying foundations for
ageing
people
to
participate in design.
In Proceedings of PDC
2016 (pp. 31-40). ACM.

senior
s

none

Brown, A. V., & Choi, J. H.
J.
(2018,
August).
Refugee and the posttrauma journeys in the
fuzzy front end of cocreative
practices.

Refug
ees

No

Camera
robot

Social-robot
(for
feeling
less-lonely)

No

Full
cycle

com
munit
y

unclear

Reflections on
robots
and
current
practice

reflectio
ns

hospit
al

minimal

Engagement
and Reflections
on
novel
applications for
improved
bandwidth

applied

band
width

no

no

Workshops on
values in ICT for
the elderly

none

none

yes

no

Design
workshops

idea

uncle
ar

no

Project
developed
Canary
robotic
prototypi
ng
platform

Design
workshops
Critical
engagement
with
technology

In Proceedings of the
PDC 2018 (p. 15). ACM.
Iivari, N., & Kinnula, M.
(2018,
August).
Empowering
children
through design and
making:
towards
protagonist
role
adoption.
In Proceedings of PDC
2018 (p. 16). ACM.

Childr
en

No

Yes
Lego
robots

Learning

applied

learni
ng

no
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3 Adoption, accessibility, acceptance and legal
3.1 Quantitative analysis of publications
The properties used for selection of publications are the following:
{"Adoption, Acceptance, Accessibility": [["acceptance"],
"accessibility"],
["adoption"],
["usability", "utilization", "utilize"],
["assistive technologies", "assistive", "support"],
["comfort"],
["well being"],
["quality of life", "QoL"],
["psychology"]],
"End-users": [["family", "next in kin"],
["doctors"],
["facility", "nursing home", "hospital"],
["care-providers", "nurse", "staff"],
["elderly", "patients", "older", "generation", "age", "old", "aged"],
["disabled"],
["impaired"],
["verified", "verifications"]],
"Legal issues": [["legal", "law", "bylaw", "licit", "lawful", "legalisation",
"legalization", "legalise", "legalize"],
["liability", "liable", "responsible"],
["protocol"],
["patent"],
["procedure"],
["regulation"],
["procurement"],
["GDPR"]]}
The results of the quantitative analysis of publications is depicted in the following
figures:

Figure 3-1 Adoption, Acceptance, Accessibility selected publications per year

Figure 3-2 End-users properties selected publications per year

Figure 3-3 Legal issues properties selected publications per year
The increasing publications number shows the increasing interest in the field of
Adoption/Acceptance/Accesibility in the scientific community. The legal issues are
also increasing slightly in interest and receive attention too. The following text gives a
more thorough analysis of the Adoption/Acceptance/Acessibilty of assistive
technologies.

3.2 Adoption/Acceptance/Accessibility of assistive technologies for the elderly
3.2.1 Introduction - method
In the following years, all life spheres will be flooded with smart things and systems.
These systems will completely change everyday activities by creating opportunities
for development and innovation, which in turn will bring in countless benefits. Smart
systems will connect homes, cars, governments, health, etc. This concept will also
change the way people interact with the society and things around them and try to
simplify our lives. Generally, the ultimate goal of smart concept should be to improve
our Quality of Life (QoL).
QoL is a multidimensional concept, which emphasizes the self-perceptions of an
individual’s current state of mind affected in a complex way by the person’s physical
health, psychological state, personal beliefs, social relationships, and their relationship
to salient features of their environment. Simplification and facilitation of everyday
activities and improvement of QoL is especially important for the elderly since their
number is significantly increasing according to available statistics.
The number of people aged 60 years or older will rise from 900 million to 2 billion by
2050, and the population ageing is happening more quickly than in the past. The

World Population Aging Report shows that older population growth rate is more rapid
in developing countries than developed countries. Doing a simple math leads to the
conclusion that assistive technologies should be devoted to a large extent to
improvement of QoL of elderly given that they will count over 22% of entire world
population.
This document refers the state-of-the-art study in topics related to adoption of
assistive technologies for the elderly. Adoption of technologies was perceived in a
broad sense, including acceptance and accessibility issues. By assistive technologies
we mean any kind of supporting electronic device or a software program, that was
designed and developed to support health and well-being of the elderly citizens.
Terms of adoption, acceptance and accessibility are treated here as equivalent,
although there are differences between them. Practically, papers use those three
words to express research related to how elderly react to new technologies.
In order to perform state of the art two separate studies were conducted:
•

Meta-analysis of smart ageing solutions described in the literature.
The meta-analysis followed the procedures suggested by [2].

•

Systematic literature review of selected bibliographic repository.
The systematic review was based on methodology proposed by
Kitchenham [1].

Based on the state of the art, the main gaps in this research domain were also
identified.

3.2.2 State of the Art Review
3.2.2.1 Meta-analysis of smart ageing solutions
Smart ageing is a wide concept defined as technology and innovation usage in both
the public and private sectors to produce products, services, solutions, and systems to
improve QoL of people ages 50 and over. Healthy ageing is another term used to
describe the concept of enabling older people to enjoy a good QoL. Term mentioned
in World Health Organization (WHO) is active ageing and is defined as the process of
optimizing opportunities for health, participation, and security in order to enhance
QoL as people age.
Smart ageing ecosystem includes key determinants of healthy ageing as described in
EuroHealthNet, and covers access to services, employment and volunteering, physical
activity, social inclusion and participation, new technologies, diet and nutrition, longterm care, environment and accessibility, education and life-long learning. On the
other hand, QoL has eight dimensions as suggested by Eurostat: material living
conditions, health, education, productive and valued activities, governance and basic
rights, leisure and social interactions, natural and living environment, and economic
and physical safety.

Each smart ageing determinant should be contained at least in one QoL dimension.
For example, New Technologies (determinant) contributes to Leisure and Social
Interactions (dimension) of elderly given that it provides new ways of entertainment
and communication options. However, it contributes negatively to Personal insecurity
given that usually people over 50 are insecure when using new devices, applications,
etc., resulting in the withdrawal and abstinence from new technology products.
This mapping provides a connection between smart ageing determinants and QoL
dimensions, and results in QoL indicators for elderly [10]. Knowing which features of
smart aging products and services affect which QoL dimension of elderly allows better
targeting and effectively achieving the ultimate goal – better QoL of elderly. Research
and industry communities should consider them when developing their products and
services.
Today we are witnessing multiple smart ageing solutions being developed and
produced, with many more in the announcement, but the QoL of elderly is not
noticeably improved yet. Motivated by this, we seek to give an answer to the following
question: are the existing smart ageing solutions succeeding in direct improvement
of QoL of elderly?
We have analyzed 35 existing smart ageing solutions (Figure 4-1a): 44.4% dealing with
Smart Home, 27.8% with Smart Health Monitoring, 22.2% with Smart Fall Detection,
and 2.8% with Smart Application and with Service Robot. Regardless of context, the
addressed solutions are associated to smart ageing determinants with the following
percentages (Figure 4-1b): Long-term Care 85.7%, Access to Services 54.3%, Physical
Activity 40%, Environment and Accessibility 11.4%, New Technologies and Social
inclusion and Participation each 5.7%, Diet and Nutrition 2.8%, and Employment and
Volunteering and Education and Life Long Learning 0%.

(a)

(b)

Figure 3-4 Meta-Analytical Review of Smart Ageing Solutions: (a) Smart
Context; (b) Smart Ageing Determinants

Further on, only 30% of addressed solutions consider elderly as end service users, while
the remaining ones are developed or produced for people around elderly such as
family, doctors, care providers, etc. (Figure 4-2a). This means that the proposed
solutions may help and simplify activities for people that take care of elderly. Older
people may benefit from that indirect help, but not necessarily. In fact, in most cases
they have not been asked does the solution help given that only 8.3% of analyzed
approaches are verified by elderly, leaving the rest unverified by the ones for whom
they are allegedly developed (Figure 4-2b).

(a)

(b)

Figure 3-5 Meta-Analytical Review of Smart Ageing Solutions: (a) Service Users;
(b) Service Verification with Elderly
Meta-analytical review of the existing smart ageing solutions (i.e., different assistive
technologies) shows that they do not necessarily directly contribute to QoL of elderly
due to several reasons. Firstly, the existing solutuions have not addressed various
dimensions of QoL of elderly, nor have they included different smart ageing
determinants, meaning that they are not multidimensional and comprehensive, i.e.,
not in line with QoL nature. Furthermore, the majority of solutions have not been
developed for direct usage by elderly at all, but for people around them. Last and most
important, most solutions were never properly verified by the elderly so one cannot
say that they have been beneficial to them [10].

3.2.2.2 Systematic review of literature - quantitative analysis
The systematic review was based on methodology proposed by Kitchenham [1]. There
was only one repository explored, i.e. Web of Science. The search keywords were
grouped into following groups:
• Adoption / Accessibility / Acceptance / Utilisation
• Technolog* / ICT / sensor* / device* / program*/wearable*
• Elder* / age / generation* / old

Only articles written in English were included. There was no limit on publication dates.
From the quantitative perspective, the results are quite interesting. Figure 4-6 shows
both exact queries, as well as the size of output paper sets. While search was
performed in topic field (TS), the output set was quite large, therefore a restriction to
title only (TI) was applied. A significant observation could be made – when searching
without condition (3) regarding the elderly, one might obtain thousands of papers,
while adding this condition results in a limited set of 79 papers, which indicates, that
only 2,5% of research papers on adoption and acceptance of technology refers to
elderly people.

Figure 3-6 Numbers of papers found in adoption/acceptance/accessibility
search.

Another observation reflects on the growth in the interest in the topic. Figure 4-7
presents citations per year charts in the domain of acceptance/adoption by the
elderly. From less than 10 citations yearly in 2010, the citations count raised to more
than 200 yearly in 2017. This shows a significant raise in interest of this area of research
in the last decade, however the number of papers and citations in the domain still
seems low.

Figure 3-7 Citations per year on adoption/acceptance by the elderly.

Another observation results from analysis of domains, that are represented by the
chosen set of papers. Figure 4-8 shows number of papers in specific Web of Science
domains. Please pay attention, that this area of research is multidisciplinary and
requires combination of approaches from different disciplines, including: ergonomics,
health care, computer science, psychology and more.

Figure 3-8 Papers per discipline

3.2.3 Basic technology acceptance models
One might find some basic models of technology acceptance [3-9]:
• Technology acceptance model TAM,
• Extended technology acceptance model TAM2,
• Extended (contextual) technology acceptance model TAM3,
• Unified Theory of Acceptance and use of technology UTAUT,
• Model of adoption of technology in households MATH.

3.2.3.1 Technology acceptance model TAM
Technology acceptance model (TAM) was first proposed by Davis, Bagozzi et Warshaw
in 1989 [3]. It was the first model of technology acceptance proposed and was
extended multiple times in following research. The TAM model is based on 6 concepts:
(1) External variables, (2) Perceived usefulness, (3) Perceived Ease of use, (4) Attitude
towards using, (5) Behavioral intention to use, (6) Actual system use. Scheme of
dependencies between the concepts is provided in Figure 4-9. The TAM model is quite
general – any external variables could be included. Please note, that the attitude
towards using (4) is distinguished from behavioral intention to use (5) and the actual

system use (6). TAM model in the basic or extended form is used for explaining
technology adoption among the elderly.

Figure 3-9 Technology Acceptance Model [3]

3.2.3.2 Extended technology acceptance model TAM2

The basic TAM model defines “external variables“ as general concept, therefore more
acceptance models were proposed to explore what thez are. TAM2 model was
proposed by Venkatesh and Davis [4,5]. The model consists of concepts derived from
TAM: perceived usefulness, perceived ease of use, intention to use and usage
behaviour. Apart from the basic concepts the following variables were introduced:
• Voluntariness
• Experience
• Subjective norm
• Image
• Job relevance
• Output quality
• Result demonstrability.
TAM 2 model is presented in Figure 4-10.

Figure 3-10 Extended Technology Acceptance Model TAM2 [4]

3.2.3.3 Extended (contextual) technology acceptance model TAM3

Another extension of the basic TAM model was proposed by McFarland and Hamilton
[6]. It adds contextual information to variables influencing the acceptance of
technology. Apart from the concepts derived from basic TAM model (Perceived ease
of use, perceived usefulness, system usage), the TAM3 model introduces following
variables:
• Other's use
• System quality
• Organizational support
• Prior experience
• Anxiety
• Task structure
• Computer efficacy.
The interrelations between the concepts in TAM 3 model are presented in Figure 6-11.

Figure 3-11 Extended (Contextual) Technology Acceptance Model TAM3 [6]

3.2.3.4 Unified Theory of Acceptance and use of technology UTAUT
After examination of eight technology acceptance models available so far (in 2003),
Venkatesh et al proposed a unified acceptance model. Concepts in the model include:
performance expectancy, effort expectancy, social influence, facilitating conditions.
Among variables, that influence those gender, age, experience and voluntariness of
use were proposed. Behavioural intention and Use behaviour are adapted from TAM
model in UTAUT. Figure 4-12 shows interrelations between the concepts and variables
in the UTAUT model.

Figure 3-12 Unified Theory of Acceptance and use of technology model
UTAUT [7]

3.2.3.5 Model of adoption of technology in households MATH

There is another model of adoption of technology in households, which have been
used in analysis of the acceptance concepts and variables. Behavioural intention, as a
basic concept in the model, is preceded by 13 concepts divided into 3 categories.
Attitudinal Beliefs category contains 5 concepts regarding app types: Application for
Personal Use, Utility for Children, Utility for Work, Applications for Fun, Status Gains.
Nominative beliefs category holds 3 social concepts: Friends and Family influences,
Secondary Sources’ influences, Workplace referents’ influences. Control beliefs
category contains the following 5 concepts: Fear of technological advances, declining
cost, cost, perceived ease of use, self-efficacy. The model is presented in Figure 4-13.

Figure 3-13 Model of adoption of technology in households MATH [8,9]
Each one of the general technology adoption models, described above, were used in
research regarding the elderly acceptance of technology.

3.2.4 Specific technology acceptance models for the elderly
Literature reports three adoption/acceptance models, that are proposed specifically
for the elderly users:
(1) Senior technology acceptance model STAM
(2) Extended Technology Acceptance Model for the Elderly ETAME
(3) Model of Technology Adoption by Older Adults MATOA
(4) Elderadopt

3.2.4.1 Senior technology acceptance model STAM

STAM [11] Questionnaire and interviews in 6 elderly care structures in Hong Kong
Explores several factors (age, gender, education, income, health satisfaction,
movement ability, social). Basically it confirms intuition and was based on a small
sample.

3.2.4.2 Extended Technology Acceptance Model for the Elderly ETAME

Figure 3-14 Extended Technology Acceptance Model for the Elderly (ETAME)
[12]
3.2.4.3 Model of Technology Adoption by Older Adults MATOA

Figure 3-15 Model of Technology Adoption by Older Adults [13]

3.2.4.4 Elderadopt
Theoretical model consisting of nine major and nine minor constructs and 21
propositions that articulate their relationships suggest 10 action strategies that would
increase elderly adoption of new technologies.

Figure 3-16 Elderadopt model – apprisal problems [14]

Figure 3-17 Elderadopt model – basic concepts [14]

3.2.5 Relevant literature from systematic review
Table 2 holds the most relevant papers retrieved by the systematic review:

Table 2 Relevant research for systematic review regarding Adoption,
Accessibility and Acceptance
N
o
1

2

3

Reference

Method

Main findings

Steele, R, Lo, A,
Secombe, C, Wong,
YK, Elderly persons'
perception
and
acceptance of using
wireless
sensor
networks to assist
healthcare,
INTERNATIONAL
JOURNAL
OF
MEDICAL
INFORMATICS, 2009,
10.1016/j.ijmedinf.200
9.08.001
Mercer,
K,
Giangregorio,
L,
Schneider, E, Chilana,
P, Li, M, Grindrod, K,
Acceptance
of
Commercially
Available Wearable
Activity
Trackers
Among Adults Aged
Over 50 and With
Chronic Illness: A
Mixed-Methods
Evaluation,
JMIR
MHEALTH
AND
UHEALTH,
2016,
10.2196/mhealth.4225
Hanson,
VL,
Influencing
technology adoption
by
older
adults,
INTERACTING WITH
COMPUTERS, 2010,
10.1016/j.intcom.2010.
09.001

Focus groupsbased analysis
of
factors
influencing
adoption and
acceptance of
sensors
for
health
monitoring

Main
findings:
· Independence of living and
prolongation of independence is a
critical
value
for
the
elderly.
· The main concern was not privacy,
but
affordability.
· For female elderly also the social
perception of visible sensor/device
matters.
· Embedded solutions are preferred,
as they are less visible and require less
interaction and control.

SemiExperiment. A
group of 32
elderly tested
wearable
activity
trackers in a
random order.
Acceptance
criteria
were
developed
from
TAM
model.

The wearable sensors were highly
accepted, with. Preference was given
to
the
ones
that
were:
·
Of
acceptable
accuracy
· Compatible with cheap PC Or
Android
devices
· Well – documented (easy and
extensive instructions provided in
paper
form)
· Fitbit zip device the Best to use,
learn, etc, although another one was
the most precise

Investigated
factors
influencing use
of technology.
Experiments
based on web
search
problems

Main
findings:
· Elderly are equipped with older
devices, not up to date operating
systems
versions
· They are rather neglecting the need
to
upgrade
· They are less robust to changes in
software, upgrades etc. If it requires to
learn new operational procedures
· The elderly were slower, but
managed to complete at the same

4

5

6

7

rate as the younger participants
· For the elderly a technology must
address clearly a need and must be
perceived
usable.
· In the second experiment eye
tracker was used and revealed some
differences
Questionnaire
Explores several factors (age, gender,
and interviews education,
income,
health
in 6 elderly care satisfaction, movement ability, social).
structures
in Basically, confirms intuition
Hong Kong

Chen, K, Chan, AHS,
Gerontechnology
acceptance
by
elderly Hong Kong
Chinese: a senior
technology
acceptance
model
(STAM),
ERGONOMICS, 2014,
10.1080/00140139.201
4.895855
Lee, C, Coughlin, JF,
PERSPECTIVE: Older
Adults' Adoption of
Technology:
An
Integrated Approach
to
Identifying
Determinants
and
Barriers,
JOURNAL
OF
PRODUCT
INNOVATION
MANAGEMENT, 2015,
10.1111/jpim.12176
Peek et al. - Factors Meta-analysis
influencing
acceptance
of
technology for aging
in place: A systematic
review - IJMI 2014

The 10 factors identified as the
facilitators or determinants of older
adults’ adoption of technology
provide a holistic framework that
covers social contexts of use and
delivery
and
communication
channels as well as individual
characteristics and technical features:
value,
usability,
affordability,
accessibility, technical support, social
support, emotion, independence,
experience, and confidence.
Explores literature for criteria that
influence acceptance. Distinguish
two stages: pre-implementation and
post-implementation.
End
by
grouping influencing factors in 6
groups (core characteristics (age),
concerns at technology, expected
benefits,
need,
existence
of
alternatives,
social
influence).
Questions the TAM/UTAUT models for
acceptance.
Peek, Sebastian P. M. Study groups Ph.D Thesis that tries to understand
Understanding and
meta- better the factors that influence
technology
analysis
technology adoption by elderly. First
acceptance by older
chapters explore the difference in
adults who are aging
perception
from
different
in place: a dynamic
stakeholders (the elderly, social
workers, technology designers, policy

perspective - Ph.D
Thesis, 2017
8

9

Di Lecce, V., et al.:
Smart
Postural
Monitor for Elderly
People. In: IMEKO
TC4, Spain (2017).
11. Wang, L, Rau, PLP,
Salvendy, G, OLDER
ADULTS'
ACCEPTANCE
OF
INFORMATION
TECHNOLOGY,
EDUCATIONAL
GERONTOLOGY,
2011,
10.1080/03601277.201
0.500588\

makers, etc.). Second chapters look at
specific issues (acceptance criteria,
reasons for adoption, influence of the
family, ...).
A low-cost Smartphone application
that is able to transform a bed or an
armchair into an intelligent device is
proposed for unskilled users.
Survey
using
paper-based
questionnaires
(two parts: (1)
collect
demographic
information; (2)
investigate
variables
contributing to
older
adult's
technology
use).
233
seniors
included in the
study (72 male,
157 females, 4
unknown) with
average age 68
and four level
of
education.
Data analysis
performed
using
descriptive
statistics
od
subject's
current use of
information
technology,
exploratory
factor analysis
(needs
satisfaction,
public
acceptance,
perceived
usability,
support

Four factors are identified as ones that
impact older adults information
technology
acceptance
(needs
satisfaction,
public
acceptance,
perceived
usability,
support
availability). Future research activities
should be directed to perform this
study
on
certain
information
technology products and investigate
the impact of additional factors such
as adult's experience, interest, and
cognitive abilities.

10

12.
Ehmen,
H,
Haesner, M, Steinke,
I, Dorn, M, Govercin,
M,
SteinhagenThiessen,
E,
Comparison of four
different
mobile
devices
for
measuring heart rate
and
ECG
with
respect to aspects of
usability
and
acceptance by older
people,
APPLIED
ERGONOMICS, 2012,
DOI10.1016/j.apergo.2
011.09.003
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13. Nayak, LUS, Priest,
L, White, AP, An
application of the
technology
acceptance model to
the level of Internet
usage
by
older
adults, UNIVERSAL
ACCESS
IN
THE
INFORMATION
SOCIETY,
2010,
DOI10.1007/s10209009-0178-8

availability),
multiple
regression
analysis.
Qualitative
subjective user
ratings
and
structured
interviews
(along
with
evaluation by
expert and use
of
questionnaire)
of
12
older
participants (4
female, 8 male)
with
average
age 71.
Data
analysis
was
both
qualitative and
quantitative.
Descriptive
statistics were
used to analyze
user
ratings.
Statistical
significance
was
tested
along
with
fisher's
exact
test, Cramers' V
as coefficients
of contingency.
Cross-sectional
study with 592
older
adults
(236 males and
365
females)
that completed
a
postal
questionnaire.
Multiple
regression
analysis.

Usability and acceptability of 4
different devices to be worn for the
measurement of heart rate or ECG
were analyzed. There were a relatively
high acceptance concerning the belts
but none of them were completely
usable. Several important deficiencies
in the design were identified: locking
mechanisms, buttons/clasps, sensors
positioning, belt length adjusting, etc.
Further study should consider effect
of long term wearing and randomized
assignment of each device with larger
group of participants and taking into
account gender specific preferences
for wearing. In addition, additional
variables in the understanding of the
psychological factors taht equate to
acceptance/rejection of device should
be considered.

Shih's TAM model was validated,
emphasizing the need to include
demographic variables because of
direct/indirect influence on Internet
usage.
Further
studies
should
consider:
potential
differences
between Internet users, attitude and
perceived usefulness from website
design point of view, Internet
marketing strategies, training that
accommodates their needs.
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15. Ehrenhard, M, Kijl,
B, Nieuwenhuis, L,
Market
adoption
barriers of multistakeholder
technology:
Smart
homes for the aging
population,
TECHNOLOGICAL
FORECASTING AND
SOCIAL
CHANGE,
2014,
DOI10.1016/j.techfore.
2014.08.002
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18. Young, R, Willis, E,
Cameron, G, Geana,
M,
Willing
but
Unwilling":
Attitudinal barriers
to adoption of homebased
health
information
technology among
older adults, HEALTH
INFORMATICS
JOURNAL,
2014,
DOI10.1177/146045821
3486906
19. Hong, SJ, Lui, CSM,
Hahn, J, Moon, JY,
Kim, TG, How old are
you really? Cognitive
age in technology
acceptance,
DECISION SUPPORT
SYSTEMS,
2013,
DOI10.1016/j.dss.2013.
05.008
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Two-step
qualitative
research
approach: (1) to
determine
specific market
and
organizational
barriers in the
adoption
of
Smart Homes,
(2) to compare
our findings in
the case of
study to other
service
domains.
14
interviews
were
conducted.
Qualitative
study
interviews with
35
American
adults aged 4672 years.

End-user requirements should be
considered when designing and
implementing Smart Home platform.
Platform management is crucial.
Price has strong effect on user
behavior. Role of government can
improve regulating the market,
enforcing standards, safeguarding
privacy, subsidizing pilot projects or
initial investment costs.

Empirical study
comparing to
groups
of
participants
(cognitive age
= chronological
age
vs
cognitive age <
chronological
age) in the
context
of
mobile
data
services.
Research

To empirically explore the moderating
effect of cognitive age on theoretical
relationships in other IT acceptance
frameworks. Investigate whether
different conceptualizations of selfperceived age to yield other
interesting patterns

Home-based
health
information
systems should incorporate familiar
computer
applications,
alleviate
privacy and security concerns, and
align with older adults' active and
engaged self-image.
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26. Hsiao, CH, Tang,
KY,
Examining a
Model
of
Mobile
Healthcare
Technology
Acceptance by the
Elderly in Taiwan,
JOURNAL
OF
GLOBAL
INFORMATION
TECHNOLOGY
MANAGEMENT, 2015,
DOI10.1080/1097198X.
2015.1108099
36. Chiu, CJ, Liu, CW,
Understanding
Older
Adult's
Technology
Adoption
and
Withdrawal
for
Elderly Care and
Education:
Mixed
Method
Analysis
from
National
Survey, JOURNAL OF
MEDICAL INTERNET
RESEARCH,
2017,
DOI10.2196/jmir.7401
37. Raymundo, TM,
Santana, CD, Factors
Influencing
the
Acceptance
of
Technology by Older
People
How
the
elderly in Brazil feel
about
using
electronics,
IEEE
CONSUMER
ELECTRONICS
MAGAZINE,
2014,
DOI10.1109/MCE.2014.
2340071

model
was
tested
using
partial
least
squares (PLS).
390
elderly
(Taiwan),
provided with a
connected
watch and a
questionnaire.

Taiwan, study of the factors that
would influence or affect the use of
connected
(mobile)
health.
Based on TAM and extends it to the
specific case of mobile health watch.
In the scope and solid analysis, but
maybe quite specific focus (mobile
watch). The model still deserves to be
mentioned and compared to state of
the art.

16 older adults Technology adoption behavior can be
taking in-depth divided into 3 stages and 8 factors:
interviews
preadoption (self-management, selfcompensation, self-image, negative
perception of technology), adoption
(technology adoption barriers and
adoption
and
usage),
and
postadoption (refusal to change to
new technology and technology value
seeking)

100
seniors
taking
socioeconomic
survey,
the
rating scale of
IADL, a scale for
the acceptance
of technology
based on the
principles
of
the scale of
attitudes
toward
computer use
and
questionnaire

Significant nuber of elderly people are
afraid of technology and have
difficulty using it. Gender, as well as
cultural issues are associated with
acceptance, while on the other hand
age
does
not
influence
the
acceptance of technology. In addition
to age and gender, the authors
identified the variables that affect the
use and acceptance of technology
such as: motivation, importance and
usefulness of technology, difficulties,
and feelings.
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about
the
factors
that
influence the
used
of
technologies
by
older
people.
38. Golant, SM, A Survey
Theoretical model consisting of nine
theoretical model to
major and nine minor constructs and
explain the smart
21 propositions that articulate their
technology adoption
relationships suggest 10 action
behaviors of elder
strategies that would increase elderly
consumers
adoption of new technologies.
(Elderadopt),
JOURNAL OF AGING
STUDIES,
2017,
DOI10.1016/j.jaging.2
017.07.003
41.
Hauk,
N, Meta-Analysis
A meta-analysis revealed that links
Huffmeier, J, Krumm, of 144 studies
between age to perceived usefulness
S, Ready to be a Silver
and intention to use were both fully
Surfer?
A
Metamediated through perceived ease of
analysis
on
the
use. The results were moderated by
Relationship
type of technology, such that ageBetween
effects were only evident for
Chronological
Age
technologies that do not address the
and
Technology
prevailing needs of older adults,
Acceptance,
which led to conclusion that the age
COMPUTERS
IN
is only related to specific technology
HUMAN BEHAVIOR,
perceptions and only for specific
2018,
technologies. This is a basis for start of
DOI10.1016/j.chb.2018.
age-sensitive design of specific
01.020
technologies.
45.
Theng,
CS, Survey
and Improvements in cognitive abilities
Sagadevan, S, Malim, interviews
after using leisure technologies are
NHAH,
Leisure
reported. Different types of leisure
Technology for the
technologies benefit to elderly in
Elderly: A Survey,
different ways. The enhances version
User
Acceptance
of leisure technology conceptual
Testing
and
design by combining puzzle, music
Conceptual Design,
and art is proposed based. In addition
INTERNATIONAL
the proposal contains features such as
JOURNAL
OF
user friendly interface, in-game
ADVANCED
rewards, reminder system and social
COMPUTER
networking to encourage elderly
SCIENCE
AND
people to play.
APPLICATIONS, 2017,
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014
46. Wang, KH, Chen,
G, Chen, HG, A
MODEL
OF
TECHNOLOGY
ADOPTION
BY
OLDER
ADULTS,
SOCIAL BEHAVIOR
AND PERSONALITY,
2017,
DOI10.2224/sbp.5778
48. Meyer, J, Older
Workers and the
Adoption of New
Technologies in ICTIntensive
Services,
LABOUR MARKETS
AND DEMOGRAPHIC
CHANGE,
2009,
DOI10.1007/978-3531-91478-7_5,
10.1007/978-3-53191478-7

survey with 286 proposes MODEL OF TECHNOLOGY
participants
ADOPTION BY OLDER ADULTS
who were all MATOA
aged over 46
years

Literature
survey

Article concludes that the older the
workforce, less likely is the adoption of
new
technologies
or
software.
However, the research results show
that better results in terms of
adoption have been achieved in case
when the companies reorganized
their work regardless of the age of
workforce. Finally, the analysis shows
that there are further factors affecting
the adoption of new or significantly
improved technologies and software
such as the change of market or
customer requirements and the
introduction of product innovation.
Baraković, S., Skorin- Experiment
Age per se does not affect user
Kapov, L. Survey of with
77 perception related to technology, but
research on Quality participants
other user and context factors that
of
Experience
differ across different age groups,
modelling for web
such as previous experience with a
browsing.
Quality
given technology, visual difficulties,
and User Experience,
users' character, culture, etc.
2017.
DOI:
10.1007/s41233-0170009-2

3.2.6 Gaps in the research
A detailed literature review have identified both: the general adoption models used in
evaluation of the elderly’ acceptance of technologies and adoption models that were
specifically designed to match the elderly acceptance of technologies.
There are well-established areas of research, such as privacy issues, that are addressed
extensively in the recent years.

However, one might point out several gaps in the research:
• Apart from multiple models, there was no study on how the concepts in diverse
models overlap.
• Framework for user experience testing with the elderly is missing.
• A challenge was identified on how to reach people, who are not willing to
participate in the studies. It seems research is addressing a non-representative
population. Perhaps some insight reasons why elderly do not participate
should be investigated (from the relatives?).
• Various QoL dimensions and smart ageing determinants should be considered.
No study was found on how QoL dimensions map to concepts used in
acceptance/adoption models.
• The solutions are developed for direct usage by elderly or surrounding
stakeholders. For the second category privacy issues must be investigated in
detail.
• Technologies for direct use of the elderly are frequently not adapted enough to
deficits of the elderly – by design or by implementation. Especially varying
abilities of the elderly should be taken into account.
• The solutions should be verified by the elderly, while universal questionnaires
and methods are missing.
• Personal, socioeconomic and cultural contexts are rarely explored in
combination in acceptability/adoption/legal issues research. Context is of a
particular importance – a diverse factors might influence acceptance at home,
at elderly care center or in a medical context.
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4 Ambient living, wearables and sensors
4.1 Quantitative analysis of publications
The properties used for selection of publications are the following:
"cloud platforms": [["azure"], ["google cloud"], ["aws", "amazon"], ["IBM cloud"]],
"communication": [["smart gateway"],
["edge"],
["cloud"],
["fog"],
["IoT"],
["NB-IoT"],
["bluetooth"],
["zigbee"],
["universaal"],
["fiware"],
["wifi", "WLAN", "wireless"],
["LORA", "low range comm", "low range communication"],
["4G", "LTE"],
["5G"],
["broadband"],
["fiber", "optics"]],
"deployment scenarios": [["smart home"],
["smart habitat"],
["facility"],
["retirement village", "retirement home"],
["AAL", "ambient assisted"],
["ELE", "enhanced living environment"],
["outdoor", "outside"]],
"measured signals": [["physiological", "physiologic"],
["heart rate", "heartbeat", "heart beat", "pulse"],
["temperature", "thermometer"],
["blood
pressure",
"Hg",
"hydrargyrum",
"auscultation",
"sphygmomanometers", "mercury", "aneroid"],
["location", "gps", "position", "tracking", "motion"],
["brain activity", "eeg", "electroencephalogram", "electro encephalogram"],
["insulin", "glucose", "BGM", "HbA1c"],
["sleep"],
["oxygen", "so2", "oximetry"]],
"sensor types": [["kinect", "rgbd", "3d camera"],
["audio", "microphone", "voice"],
["video", "camera"],
["pressure", "bed", "mattress", "piezoelectric"],
["intertial", "accelerometer", "accelerometry", "gyro", "gyroscope"],
["ECG", "cardiogram", "electrocardiogram"],
["EEG", "electroencephalogram", "encephalogram"],

["EMG", "electromyogram"],
["GPS"]]}
The results of the NLP toolkit using the keywords and performing the selection given
the properties are presented in the following figures:

Figure 4-1 Cloud platforms analysis per year

Figure 4-2 Communication properties analysis per year

Figure 4-3 Deployment properties analysis per year

Figure 4-4 Measured signals property analysis per year

Figure 4-5 Sensor types analysis per year
The above figures give a valuable insight in the developments of the sensors for
healthcare and health monitoring of the aging population. In the following text an
analysis of the current state of the art and some conclusions are presented.

4.2 State of the art survey on Visual sensors for AAL
The field of computer vision has been growing steadily and attracting the interest of
both researchers and the industry. Especially in the last decade, enormous advances
have been made with regard to automated and reliable recognition of image or video
content. Additionally, recent advances in 3D scene acquisition, such as the Microsoft
Kinect depth sensor, represent a huge leap forward, en- abling 3D modelling and body
pose estimation in real time with low cost and mostly simple setup solutions. Such
advances are very relevant to the field of active and assisted living (AAL).
Traditionally binary sensors have been employed to provide the infrastruc- ture of a
smart home upon which services can then be provided to assist people and provide
comfort, safety and e-health services, among others. However, bi- nary sensors reach
their limits when complex scenarios have to be taken into account that require a
broader knowledge of what is happening and what a per- son is doing. One or more
visual sensors can provide very detailed information about the state of the
environment and its inhabitants when combined with the aforementioned pattern
recognition and machine learning techniques.
Even though the idea of using cameras to monitor older or impaired people easily
raises privacy concerns, computer vision has been considered widely for AAL [14, 18].
This is due to the multiple types of AAL scenarios in which the use of cameras would
still be acceptable, such as in public facilities, nursing centres and hospitals, and

during specific activities or events, such as tele-rehabilitation or safety assessment.
Since image and video can provide very rich data about a person’s activity, research
has also been carried out to enhance monitoring sys- tems with security [65] and
privacy protection techniques [3, 17]. In this sense, cameras can provide rich sensor
data for human monitoring, not only comple- menting systems with networks of
binary sensors, but potentially replacing them in a near future.
Methods applied in computer vision for activity recognition in AAL vary greatly in
complexity, with some only aiming at basic active versus sedentary identification, or
very basic pose estimation (e.g. for fall detection), only consid- ering standing, sitting
or laying poses as part of the proposed methods. Other works focus on more complex
actions, such as primitives involved in the devel- opment of an activity at home, mainly
with an interest on activities of daily living (ADLs) such as grooming, cooking, exercise,
etc. Only few works have managed to capture knowledge from very long-term data
capture, in what is identified as behaviours. Furthermore, researchers use the words
action, activity and behaviour interchangeably, thus adding to the confusion when
comparing the literature. This makes taxonomies necessary to identify different levels
of complexity, time span, and abstraction [18].
Occlusions are one great impediment for methods identifying activities in in- door
environments. Therefore, alternative top-view [20] and/or multi-camera [15] methods
have been proposed to overcome the problem, since some views might show less
occlusions, and additional information can reveal hidden portions of the scene from a
different angle. Fusion of information from different cameras
poses an additional level of complexity as it requires synchronisation and picking a
fusion scheme. That is, fusion could happen at different levels: at the input by
averaging or concatenation (feature fusion), during learning (e.g. view- independent
model training), at the decision (parallel models per view with a voting/weighting
scheme), or as data fusion before feeding to the model (e.g. multiple 2D data fused
into a 3D representation) [15].
Up until recently, most activity recognition methods were based on non- neural
machine learning techniques. Very popular were bag-of-visual-words a visual
extension of a common natural language processing (NLP) method: bag- of-words
[16]. Similarly, also Fisher Vectors (FV) [62]. Random forests [70], kernel SVMs [61],
spatio-temporal manifolds [8], and hidden Markov models (HMMs) [47, 68] were also
common.
The advent (or rather rebirth) of neural networks and deep learning (DL) have marked
the start of a “new era” in many fields including computer vision. As a related field, AAL
does not scape this trend either. Several reviews show that human action recognition
are the application most used in this aspect, mostly because is one of the most
complex (e.g. as compared to fall detection or other applications of AAL) [13, 33, 34, 37,
66].
Human action recognition is mostly viewed as a classification task. Most used
networks for HAR are spatio-temporal or multiple stream networks. Spatio- temporal
networks include extensions to convolutional neural networks (CNNs) that take into
account temporal information: 3D-CNNs in which convolutional blocks have been
augmented to work with 3D blocks of XY T pixel colour infor- mation [35] with or
without motion information as an additional input channel at the input layer, such as
an optical flow [34, 48]. Extensions to CNNs also include temporal pooling [74]. Spatio-

temporal networks also include recurrent neural networks (RNNs) using long shortterm memory (LSTM) blocks, as well as hybrid CNN-LSTM networks.
Multiple stream networks include those that train colour (RGB) and motion (e.g.
optical flow) information in parallel ’sub- networks’ that are connected at the decisionmaking fully-connected layers via their softmax scores [53], or earlier, which is shown
beneficial [30].
Most recently published methods tend more towards the use of DL-based methods.
Among these, convolutional neural networks (CNNs) are still very widely used [22–24,
38, 40, 45, 54, 58, 59, 63], which is also confirmed by recent reviews [29]. However, as
stated in [34] with 3D spatio-temporal extensions of CNNs it is difficult to determine
which number of frames should be ideal during training. In this sense, hybrid spatiotemporal networks with CNNs connected to RNNs using LSTM blocks seem to be
gaining momentum as more methods appear that rely on this or similar approaches
[1, 2, 39, 43, 51, 64, 75] another option are dynamic images a type of spatio-temporal
template from a video, similar to motion history and energy images (MHI/MEI), but
using rank pooling within a CNN [7].
Another interesting trend in machine learning, and specifically in DL-based
techniques is that of using synthetic data [9, 48, 59], since neural networks gen- erally
require datasets with enough variability to generalise well. Synthetic data also helps
with unbalanced classes (e.g. falls tend to be a minority case [36]), and data collection
efforts. Furthermore, ground truth is known beforehand.
Human behaviour analysis has typically been performed from fixed cameras, that is,
cameras located in the environment. However, a more recent trend is to use cameras
worn by the individuals to monitor, thus identifying the activities performed by the
information given by where and what the person is looking at. This receives the name
of egocentric vision and the reader is referred to the review by Nguyen et al. [42] for
further reading. This modality has some advantages, as fixed cameras have a limited
field of view and are often-times impeded by occlusions produced in cluttered
environments (e. g. by columns, furniture, or other people). Furthermore, manipulated
objects tend to be prominent in these so called first-person or egocentric vision
systems, thus facilitating ADL recognition. Indeed, current literature suggests that
presence of objects is ex- tensively used for the recognition of ADLs in AAL contexts.
This is motivated by the idea that objects provide essential information about a
person’s activity. Constraining the scenario to an area of interest is often useful for
improved ob- ject detection and classification (avoids irrelevant objects being
detected). This is performed either by foreground detection [28, 49], gaze estimation
[60, 73], or saliency estimation [10, 19, 60, 69]. Object-based approaches exploit features from objects (e.g. via feature point descriptors such as SIFT [11], SURF [4], and
HOG [21]), hands, and relationships between them to model activi- ties [26, 27, 32, 41,
46]. Once detected, objects can be classified. Support vector machines (SVMs) have
been shown to be the most used tool for training and rec- ognizing objects [12, 27, 28,
31, 41, 46, 49, 50]. However, although object-based approaches have proven popular,
object recognition remains a challenge due to the intra-class variations found in
unconstrained scenarios. As a consequence, the performance of current systems is far
from satisfactory. To alleviate this, algorithms to constrain the scenario to an area of
interest have been presented, either by foreground detection [28, 49], gaze estimation
[60, 73], or saliency es- timation [10, 19, 60, 69]. Flow- or motion-based systems on the

contrary can identify activities based on the motion of eyes, head, and (upper) limbs,
as well as sometimes on the apparent motion of the environment with respect to the
camera wearer (for instance, frequency of jitter may determine differences be- tween
walking, running, or performing other activities) [44, 52]. Hybrid systems can benefit
from both information sources to make better informed decisions on the type of
activity performed by the wearer. To detect actions (primitives) and activities, several
methods are proposed. The Bag-of-Words (BoW) approach has shown to be a popular
method to model actions and has been extended in different ways: bag of active
objects [25, 56, 73], bag of object (and wrist) inter- actions [6], and bag of oriented
pairwise relations [5]. Temporally-aware methods are also popular, including
extensions to BoW with spatio-temporal pyramids [41, 46, 57], temporal templates [55],
or hidden Markov models (HMMs) [72, 73], and related extensions, such as Dynamic
Bayesian Networks (DBNs) [55, 67, 71].

4.3 State of the art conclusions on AAL
The encompassing area of Ambient Assisted Living (AAL) represents the group of
technological solutions that help older adults to maintain their independence (or
perceived self-esteem, life quality expectations in terms of social inclusion, depression
or simply frailty) for longer periods of time than expected under no-support
assumptions [76]. AAL is, in this sense, combining innovation from multi-disciplinary
domains, from geriatrics and social sciences to ICT (e.g., in the form of technologies
designed for monitoring and enhancing living environments). AAL aims to support
older adults in their homes (through health, safety and security), at work (enabling
access), in the community (offering social inclusion, as well as entertainment and
leisure) and when they are on the move (through activity management and mobile
services). Healthy aging is a natural continuation of the idea of ambient assisted living,
and recent research has focused on finding communication and inter-connection
solutions that are able to offer these benefits to elderly people.
At the advent of AAL, conventional wireless sensor networks were enhanced with a
distributed database approach [76], where each sensing node would send collected
data to a database, which would in turn be accessed in a conventional manner.
However, there were plenty of disadvantages to this approach, not least of them being
inefficient storage and high bandwidth consumption. An alternative is to take a
distributed processing approach, where data handling and decision making is
delegated to each node, which would require intelligent agents running in a multiagent system (where an agent would be responsible of one or more sensing nodes).
O’Grady et al. [76] present a thorough review of the state of the art at the beginnings
of AAL in 2010, and the research directions that were envisioned then, such as agentbased autonomic systems or component and service-based systems.
In this area of research, sensors need to be unobtrusive and pervasive, as shown by
Buzzi et al. [77]. There, the authors propose a conceptual model focused on datadriven technologies and methods. This model focuses on four levels of human
functioning: individual (which is ensured through prevention and rehabilitation), close
relationships (solved through assistance), community (addressed through

understanding) and society (where the elderly need to be successfully integrated). A
pervasive ICT solution that attempts to ensure the functioning of these four categories
would need to include predictive analytics, remote monitoring, interaction activities,
and user online platforms.
AAL technologies are now moving towards the IoT era, where devices are
interconnected between each other and through a server or a cloud, and information
collected from them is aggregated and analyzed, in order to infer situations and even
make decisions. Thus, researchers in the area of communication for AAL and healthy
aging focus on creating unobtrusive IoT frameworks [78][79] and better methods of
communication using the available low-power protocols that connect “things” in the
AAL system possess (LoRaWAN, NB-IoT, Wi-Fi Direct, Bluetooth Low Energy, etc.).
Furthermore, intelligent devices such as smartphones are being employed to further
enhance existing systems. As an example, Marques and Pitarma propose an indoor
monitoring system for AAL based on IoT [80], where devices located in a sensor layer
collect data and send it to a coordinator in a separate layer, which connects to a
backend where data is collected and analyzed, and where decisions are made.
However, in such a situation, if there are many sensor devices in the first layer, the
gateway might become extremely crowded. Thus, alternative solutions propose the
use of opportunistic communication [81], where nodes at the bottom layer are able to
communicate directly with each other and make decisions locally. Furthermore, they
can aggregate their data and only send the aggregated values to the gateway layer
or to the backend, decongesting the communication channel and increasing
throughput.
Some researchers, such as Yacchirema and Palau [83], focus on building the IoT
gateway technology, by proposing a solution that is able to inter-connect devices
using multiple protocols (such as ZigBee, Bluetooth, Wi-Fi) by translating the sensor
data into a uniform format, while also providing data storage and other services. More
interestingly, solutions nowadays have also begun adding the AI component [84]. For
example, Bonaccorsi et al. [82] propose a cloud robotic system for provisioning the
assistive services for promoting healthy aging. Their system is composed of a service
robot connected to a cloud platform, that offers localization-based services to target
users in multiple environments.
Based on the discussion above, we believe that there are several directions that the
areas of AAL and healthy aging need to focus on in the near future:
• Improving the communication methods (between sensors, or from sensors to
gateways or to the backend) – this implies proposing new protocols or new
methods of lowering the load on the network, by finding ways of decreasing
the amount of data that needs to reach the backend and performing more
decisions locally.
• Building smart gateways – one of the main problems nowadays is that there
is no unification of IoT devices and protocols; if someone wants to build a large
IoT system for AAL and healthy aging, they need to either find only sensors
created by the same producer, or they need to create additional components
that are able to translate data between sensors; this is not feasible, which is why
researchers nowadays are focusing on proposing smart gateways and

•

frameworks that significantly lower the effort of adding new sensors and
applications to an IoT infrastructure [10].
Adding the AI component – since the amount of data produced by IoT systems
has increased significantly in recent years (veering extremely close to Big Data),
novel techniques that are able to distinguish between useful and redundant
data by learning from the past and adapting need to be employed.
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5 Supporting emotional well-being,
cognitive decline and ADL
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with

5.1 Quantitative analysis of publications
The properties used for selection of the publications for the analysis are:
"Application": [["rehabilitation"],
["fall prevention", "fall detection"],
["ADLs", "ADL", "activities of daily living", "routine activities", "routine
activity", "regular activity"]],
"Basic ADLs": [["eating", "eat", "feeding", "feed", "food", "drink"],
["bathing", "bath", "shower"],
["dressing", "dress"],
["toileting", "toilette", "hygine", "brushing", "combing"],
["transferring", "transfer", "mobility", "locomotion"],
["continence"]],
"Healthy ageing": [["employment"],
["access to services", "access", "services"],
["phisical activity", "activities", "leisure"],
["social inclusion", "inclusion", "participation"],
["education", "learning"],
["living conditions"],
["health", "care"],
["safety"],
["long-term"],
["diet", "nutrition", "food"]],
"Medical conditions": [["cognitive impairment", "cognitive decline"],
["early degeneration"],
["chronic disease"],
["diabetes", "insulin"],
["mental health"],
["happyness", "happy", "smile", "smiling"],
["Alzheimer's", "alzheimers", "alzheimer"],
["dementia"],
["Schizophrenia"],
["depression", "depressed", "sad", "sadness"]],
"Quality of Life": [["physical health", "physical"],
["psychological state", "physiological", "psychology"],
["personal beliefs", "personalized", "personalization", "preference"],
["social aspect", "social", "social relationships"],
["environment", "surroundings"],
["Quality of Life", "QoL"]]}
Based on these properties, the obtained quantitative results are presented in the
following figures:

Figure 5-1 QoL properties publications per year

Figure 5-2 Medical conditions properties publications per year

Figure 5-3 Healthy aging properties publications per year

Figure 5-4 Application properties publications per year

Being an important issue, the increasing number of publication covering the research
areas are quite logical. As part of the research promoted by this COST action a
separate review of technological solutions for people with Alzheimer diseases was
published (Maresova et al. 2018).

5.2 Brief analysis of the state of the art on systems
supporting emotional wellbeing
In [1] the SenseCare model has been proposed to monitor and care for the emotional
well-being of older people and also people with dementia in the smart home
environment. The SenseCare model utilizes multiple modalities as a sensor data
which are video, audio, electro- dermal activity and photoplethysmography. These
modalities is combined to feature extraction and facial expression recognition by
using machine learning algorithms. Video/audio features can be used outside the
cloud due to privacy concern. Shortly, emotions can be stored according to diary of
activities and these activities can be recorded with their expression such as
"happiness" or "unhappiness".
A universal model for the home of the well-being of elderly people has been explained
in [2]. Several existing technologies have been suggested to use in order to improve
elderly people’s lives by monitoring their activities, thanks to the communication of
several electronic devices in their home environment. The proposed model has been
defined with three dimensions: health, activity and emotional. This model includes
three entities which are agents, devices, geography, and a Home Processing Unit
(HPU) to manage all the data and take decision.
The Facial Action Coding System (FACS) is used for two purposes in emotional
dimension. One of them is recognizing facial expression to measure the user mood.
Applying the facial expression to the avatar to communicate with the user is defined
as the second purpose. Happiness is defined as more important than the other
emotions. This model concentrates on smiling to recognize happiness. Due to the fact
that smiling is not continuous process, detection of the number of smiles per day is
used rather than measuring the amount of time for smiling. In addition, 10 actions can
be defined as a trigger to make people happy such as "Sunny weather" and "Looking
back at old photographs".
Heart rate activity during watching different movies has been estimated by using
facial videos and associated with mental health in this study. In the proposed
approach in [3], 300-frame window at a time is extracted from a video sequence. Facial
landmarks are tracked for each frame and the plethysmograph (PG) signals are
generated. Heart rate (HR) is estimated from PG signals entire sequence by sliding the
window by 10 frames. Heart rates are used for training. In summary, facial videos are
classified as depressed or healthy by using the SVM classifier. According to

experimental results, estimated heart rate activity can be used effectively for analysis
of a person’s mental health to diagnose depression.
A hierarchical learning framework has been proposed to estimate the Visual Analogue
Scale (VAS) scores from facial images. VAS is defined as one of the pain evaluation
scales. According to [4], this is first approach to predict pain intensity from face
images. This proposed framework has two stage: (i) a bidirectional long short-term
memory recurrent neural net (LSTM-RNN) is used for the estimation of Prkachin and
Solomon Pain Intensity (PSPI) levels from facial landmarks for each face image and (ii)
Hidden Conditional Random Fields (HCRFs) is utilized PSPI scores to estimate the
personal VAS score. Individiual Facial Expressiveness Score (I-FES) is suggested to
personalize the model for each person. UNBC-MacMaster Shoulder Pain Expression
Archive Database [5] has been used to evaluate proposed method that performs
better than existing non- personalized approaches.
In [6], two main contributions are pointed to estimate symptoms of Schizophrenia
from facial behavior analysis. The first contribution is to record symptom assessment
interviews in the patient’s home and mental health service in the UK which is more
similar to real-life conditions than previous studies. In addition, 91 out-patients were
used in this study and this is almost 3 times more than the previous dataset. The
second contribution is to propose Deep Neural Net- work (DNN) in order to analyze
the videos for facial expressions recognition and diagnosing the symptoms of
schizophrenia according to two assessments which are Positive and Negative Syndrome Scale (PANSS), and Clinical Assessment Interview for Negative Symptoms
(CAINS). This proposed network, called SchiNet, includes two main stage: (i) different
DNNs for facial expression recognition (e.g. smiles and activations of facial muscles for
each frame), and (ii) a DNN with two-parts: Gaussian Mixture Model (GMM) and Fisher
Vector (FV) layers to extract high layer features from video interview and regression
layer to estimate symptom. Experimental results demonstrate that facial expression
is associated with symptoms of schizophrenia and SchiNet can be used to estimate
symptom severity effectively.

5.3 Brief analysis of the state of the art on improvement of
everyday life of the elderly
Population ageing threatens the social exclusion of older people. That is why it is
important to improve accessibility, functionality, and safety at home, at work and in
society.
The collected papers represent the efforts, to find solutions that allow the senior
citizens to live safely, comfortably, and healthily in their everyday life. The titles are
grouped in several strands, such as: habitat, furniture, healthcare, ICT, policy papers.

5.3.1 Habitat
The papers, collected in this strand, describe the smart home technologies, which are
also often referred to as home automation or domotics (from the Latin "domus"
meaning home). Among the most popular smart home technologies are the remotely
controlled programmable electrical appliances such as heaters, ovens, laundry
machines, etc. The smart homes provide their inhabitants security and energy
efficiency through the usage of modern communication technologies. This is very
important especially for those older adults who live alone, if they are skillful enough at
using smartphone, tablet or computer. Thus, the digitally literate elderly people can
control the utilities in their homes by using smart devices, such as smart home app
on their smartphone or other networked device.
The selected papers give examples of good practices in some institutional nursing
homes for the elderly, as well as in some small municipalities with programs for
support of the older adults, who live alone. However, these practices are rather
sporadic than applied on a regular basis. Besides, the digital literacy deficits hamper
the effective usage of the smart technologies by the elderly.

5.3.2 Furniture
Another group of papers focuses on the usage of specialized furniture tailored for the
specific needs of senior citizens. These devices are often referred to as “everyday
assistance solutions” and include applications such as smart locks, electrically
adjustable seats and beds, robot vacuums and carpet cleaners, a large variety of
kitchen devices, etc. Although they greatly facilitate the day-to-day lives of the older
adults living alone, these devices are not very popular in Bulgaria and other countries
in the region of south eastern Europe due to two major challenges: the high cost
associated with the uniqueness of the products (if designed properly to the needs of
the user) and the insufficient digital literacy of the elderly, who need to use them.

5.3.3 Healthcare
For the senior citizens, living alone, probably the most useful remote-controlled
devices are those, related to their health care. However, the publications in the media
on that matter are comparatively scarce. Although there is a general knowledge
about the lifesaving emergency opportunities of the medical alert pendant, the usage
of this comparatively simple device to summon help in short order is not popular. This
is also valid for the motion wearable sensors that can help the activities of the older
adults who live alone to be detected by their relatives or trusted people. Monitoring of
these activities, as well as detecting whether the necessary medications are taken in
a timely manner, is perceived rather than future services than day-to-day practices.
High prices and deficits of digital and mental sustainability and reliability are among
the main challenges to the broad application of these remote smart services in
everyday life of the older adults living alone.

5.3.4 ICT
Population ageing and the development of modern communication environment are
two interlinked processes. The trends of demographic crisis in the country determine
the need for urgent prevention of digital generation divide, i.e. of the vulnerability and
the social exclusion of older people from the contemporary ICT world, which is
necessary and important for their everyday well-being at home and in society. In the
selected publications the information and communication technologies are
represented as pervasive assistive tools for the daily life of the senior citizens. It is
underlined that in contemporary times all improvements related to providing a more
comfortable, secure, healthy and socially meaningful life for the older population are
technologically driven. The need for digital literacy is described as urgent for
supporting the older adults to better manage their daily living. The challenges of
providing suitable IT equipment and maintenance, as well as the difficulties of their
usage by the elderly people with physical or sensory disabilities are also pointed out.

5.3.5 Policy paper on the elderly
Merit deserves the publications related to the institutional policies on ageing. In the
selection are presented policy papers of the United Nations, the Council of Europe, the
European Commission, etc. Some of the activities of the government of Bulgaria are
also included in the selection. The National Strategy for Long-Term Care, adopted by
the Council of Ministers in 2018, outlines the vision of a country with fast ageing
population how to tackle the variety of problems. For that reason, a comprehensive
Action Plan for the Period 2018-2021 for the Implementation of the National Strategy
for Long-Term Care has been developed. It outlines the main measures to be
undertaken as well as the allocated budget of close to 1 mln. Euro.
The concept of “active aging” in the National Strategy is based on three main
interrelated aspects: work, in tune with the focus of the Organization for Economic
Cooperation and Development in Europe on the ability of the elderly to realize a real
economic and social contribution to society; health, connected with the EU

Communication Europe for All Ages, according to which better healthy living
conditions should be ensured to the older adults; and social, related to the definition
of “active aging” of the World Health Organization regarding the necessity of complex
participation of the senior citizens in the social, economic, cultural, spiritual and civil
life.
In order to deal with the challenges to population ageing, it is important to analyze
how these issues are presented in the media ecosystem (traditional media – press,
radio and television; social media - blogosphere, and social networks), and to seek
information on the current good practices and deficits regarding digital technologies
in the everyday life of the older adults.
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6 Netural settings medical data analytics
6.1 Quantitative analysis of publications
The properties used for selection of the publications for the analysis are:
"Data Analytics": [["Recommencation systems", "Recommencation engine"],
["Expert systems"],
["Bio-markers", "cut-off values"],
["Diagnostics"],
["Data mining", "mine data"],
["AI", "artificial intelligence"],
["Image processing"],
["Recognition"],
["Risk estimation", "Risk estimate"],
["Prediction"],
["Machine learning",
"probability",
"ML",
"DL",
"Deep learning",
"Logistic",
"Linear",
"ANN",
"NN",
"Neural nets",
"Neural networks",
"Gaussian",
"Bayes",
"Decision Tree"]],
"Medical Databases": [["electronic health records", "ehr", "medical
records", "health records", "medical data", "health data"],
["database", "data base", "data warehouse", "data marts"],
["digitalization", "digital"],
["integration", "harmonization", "compliance", "ETL"],
["information system"]]}
Based on these properties the following results were obtained and presented in the
figures:

Figure 6-1 Publications per year based on Data Analytics property group

Figure 6-2 Publications per year based on Medical Databases property group
Based on the findings, the most papers are focused on integration and databases and
for the data analytics the most papers are focused on using AI and Bio-markers for
processing of the medical data. The trends of all properties are increasing each year
which means that the interest in the scientific community for researching these
topics is also increasing.

6.2 Brief qualitative survey and conclusions
The barriers for the use of data from electronic health/medical records include a
limited scope of collected data, no systematically recording of the data, a lack of
compatibility in variables coding and prescribing guidelines, different terminology,
meanings and missing relations between other databases [[1]], [[2]]. These barriers

affect the process of data processing and analysis, such as missing values, a curse of
dimensionality, bias control and own limitations of relevant observation study [[3]].
Existing heavy regulation and bureaucracy have slowed innovation in the process of
digitizing healthcare. Azaria et al. proposed a decentralized record management
system to handle electronic medical records using blockchain technology [[4]]. The
similar approach is proposed by various researchers to enable the patient to own,
control and share their own data easily and securely without violating privacy [[5]], [[6]],
[[7]]. Dubovitskaya et al. present a prototype of a framework for managing and sharing
data for cancer patient care through blockchain [[10]].
The blockchain is a distributed database that contains an ordered list of records linked
together through a chain, on blocks. This approach is faced by various challenges,
such as transparency and confidentiality as on a blockchain network everyone can see
everything [[8]].
European health systems and databases are diverse and fragmented; it is a lack of
harmonization of data formats, processing and transfer [[9]]. We need to improve
existing methods, tools and legal frameworks to generate, collect and analyze data
more effectively. For example, the EHR4CR project has designed a secure platform for
eleven participating hospitals and ten pharmaceutical companies located in seven
European countries [[11]].
When we will be able to provide sufficient quality of the electronic medical records
and related services, we will be able to provide useful and correct analytical results
supporting decisions during diagnostic and therapeutic procedures. Secondary use
of this data for research purposes can bring a wide range of benefits, such as new
diagnostic procedures, new key biomarkers, hidden relations between biomarkers or
drugs, etc. New information systems and technologies should be a patient-oriented
allowing an individual access to the data and services. Different stakeholders should
be involved in the whole development cycle to ensure the result meets their needs. It
is important to build an active awareness of new solutions or services to increase the
number of users and also to help reduce a resistance to changes.
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7 Solutions for caregivers, security and privacy
7.1 Quantitative analysis
The properties selected for the further filtering of the publications are the following:
"Caregiver solutions": [["Monitoring"],
["Detection"],
["Tracking"],
["Recommendation"],
["Caregivers", "Hospitals", "nurses", "nursing home",
"retirement home", "retirement village"]],
"Privacy
and
security":
[["privacy",
"privateness",
"discrete",
"discreteness"],
["intrusive", "intrusiveness"],
["security", "secure", "Cybersecurity"],
["risk-awareness", "threat awareness"],
["security protocol"],
["PAN", "Personal Area Network"],
["consent", "approval", "approve"],
["safety",
"safe",
"risk-free",
"low-risk",
"riskless",
"impregnable", "attentive"],
["reliability", "reliable", "dependable", "dependability"]],
"Security solutions": [["PIN"],
["PAKE", "Password-Authenticated Key Exchange"],
["BAKE", "Biometric-Authenticated Key Exchange"],
["kyes"],
["SSL", "AES", "RSA", "private-public key"],
["multi-factor authenticattion", "2-factor authenticattion",
"two-factor authenticattion"],
["authentication", "password"],
["access rules", "whitelist", "blacklist"],
["certificates"],
["encryption"],
["firewall"],
["biometric", "fongerprint", "retina", "face recognition"]],
"Threats": [["threats"],

["vulnerabilities"],
["malicious", "bad actors"],
["data leak"],
["breach"],
["eavesdropping", "eavesdrop"],
["interruption"],
["DOS", "DDOS"],
["man in the middle", "MITM"]]}
Based on these properties and property groups the following results were obtained
as depicted in the figures:

Figure 7-1 Publications per year based on the Caregivers sollutions property
goup

Figure 7-2 Publications based on Privacy and Security property group

Figure 7-3 Publications based on the Security sollutions property group

Figure 7-4 Publications based on Threats property group
The findings in the quantitative analysis show increasing trend of research interest for
this important topic. The security and privacy are especially seriously treated by the
European legal bodies, however there are still many challenges that need to be
overcome.

7.2 Brief qualitative review and conclusions
As emerging field Ambient Assisted Living (AAL) benefits from and is often cross
connected from other newer research fields such as Internet of Things (IoT). Security
considerations are often more present in the later stages. As AAL field matures, more
researchers tackle the issue of security and privacy. Cybersecurity is critically
important not only because of the growing number of threats, vulnerabilities, and bad

actors, but because the technology becomes intrinsically more sensitive with greater
impact in many aspects of person's life [1].
A survey has shown that people care about the security and privacy of their data,
especially in the case of medical information obtained by connected health. The
attitude towards data security and privacy doesn't differ with age, experiences with
disabilities, or care needs [2]. However, a survey conducted by Bellekens et al. [3]
indicate that the vast majority of the participants trust the services they are using with
regards to security and privacy. The users also demonstrate limited knowledge and
awareness of current threats and consider themselves and the devices to be immune
to a large majority of threats. Numerous participants also demonstrate an unclear
understanding of risks and threats, further compromising their awareness.
A study of security with emphasis on data protection and privacy is done by Stutz et
al. in [4]. Taking relevant provisions from the European data protection directives and
national laws from EU member states, the authors advocate for data economy and
data avoidance. Avoiding collection of data that is not related to the AAL system
objectives and providing only parts of the data to that are relevant to the health care
providers reduces the risks of data exposure. If data shall be processed by AAL systems
and made available to third parties, an explicit consent from the data subject is
needed. In line with these considerations, and also having in mind that besides the
care receiver, the AAL sensors might collect information about visitors and third
parties it is important to conduct a careful review of the planed setup of sensors, actors
and data processing at a very early stage. Aside from medical data collected by various
sensors AAL systems often collect non-medical data such as location information from
GPS or bluetooth beacons. When designing the system this paper proposes
separation between data that is absolutely required and data that is optional and can
but does not have to be consented to. Starting from the default setting of most privacy
the care receiver, trough simple and clear interface, can opt in for more data collection
while reserving the right to revoke or modify the consent at any time. For the data
that will be collected, the next steps are to create inventory (ex. personal data, medical
data, location-based data). For each set of data, protection requirements are defined
based on the impact of any data loss, damage or disclosure (ex. normal, high, very
high).
Analysis of e-health and AAL security mechanisms, with emphasis on the architecture
is conducted in [1]. The paper provides an IoT protocol architecture and examines
security tools and techniques that can be leveraged as part of the deployment of IoT
in e-health and assisted living applications. The authors provide the following
considerations for the IoT security challenges: IoT technology is relatively new, less
understood than traditional ICT systems; are widely scattered geographically; are
widely scattered administratively, where multiple, often heterogeneous,
environments, processes, technologies, and security mechanisms exist; they tend to
be silos of their own and tend to be vendor-specific; IoT systems tend not to follow an
accepted layered architecture; they have limited memory and computing capabilities
and consume limited power; IoT endpoints may use different addressing models. To
better understand what security measures are needed, as well as for defining what
security functions must be implemented at various physical or logical points in the
overall IoT ecosystem, a layered architecture approach is proposed. From the few
architectures that are considered the paper focuses on Open Systems IoT

Reference Model (OSiRM) which has 7 layers and is particularly focused on security.
The authors conclude with several observations. The OSiRM definition may also be
useful by defining what kind of IoTSec is needed for each instance of the
layers/applications/things. A simple approach to security by attempting to segregate
the IoT traffic away from the institution’s Intranet will not provide reliably-strong
security. Approach of just relying on the intrinsic security of the Personal Area Network
(e.g., ZigBee) is not providing a complete an end-to-end solution. The attack surface
with IoT is very large, with the multiple attack planes, exposing the device itself, the
cloud services, the mobile apps, and the corporate network itself. The use of 3rd party
software libraries by vendors developing IoT systems is a severe problem.
While AAL access gateways can communicate with the cloud utilizing advanced
security measurements, at the level of sensors there are many restrictions in terms of
memory, processing power and hardware capabilities. To address this, Al-Hamadi et
al. [5] present a lightweight security protocol to secure the medical information
transmitted from the biosensor to the gateway. The security protocol comes with
acceptable low computation overhead and hence results in minimal processing delay.
It is usually difficult for the adversary to intercept the communication between the
biosensors and gateway due to low power and short distance of the signal. However,
as the security risks for this type of data, including eavesdropping, interruption,
modification of data, and unauthorized access, can be significant, it is important to
apply proper protections. The proposed protocol uses pre-deployment key technique
and the counter method. The protocol contains two parts, a key exchange process
and secure communication process. The protocol performance was evaluated using
MATHLAB based simulation and was shown that it doesn't add significant delays and
can be used for real time data transmission. The protocol was formally analyzed using
ProVerif tool in order to validate its correctness and absence of vulnerabilities.
Another secure system for ECG data transmission based on advanced encryption
standard (AES) is proposed at [6]. The System-on-Chip (SoC) for the proposed
algorithms was implemented by the authors on the Xilinx ZC702 prototyping board.
The achieved hardware implementation results have shown that the proposed AES
and ECG identification-based system met the real-time requirements. This approach
offers greater communication security compared to the previous paper, and
potentially can be used by system that transmit data on longer range, but the
implementation is done in hardware. Results presented in the paper show that the
proposed implementation only needs 30% of hardware resources and 107 mW to
process an ECG sample in 10.71 ms.
A strong, multi-factor authentication for AAL environments is discussed in [7]. This
paper addresses the challenges faced by the AAL care receivers including those who
suffer from a cognitive or physical disorder and can have difficulty correctly entering
a Personal Identification Number (PIN) on a keyboard or recalling the correct
sequence of letters in a password. The solution is offered in biometric authentication
using technologies such as fingerprints or speaker recognition. The author reviews
both Password-Authenticated Key Exchange (PAKE) and Biometric-Authenticated
Key Exchange (B-AKE) and concludes that both PAKE and B-AKE protocols ensure
mutual authentication that helps protect AAL inhabitants from phishing and man-inthe-middle attacks without users needing to possess and manage digital certificates
or understand the complexities of their proper use. Authentication methods can be

coupled from easy to remember passwords and multiple biometric technology
offerings.
The research trend is showing an increasing interest in providing adequate security
for AAL. As AAL systems move toward utilizing IoT technologies, and as more
standards are introduced, the security aspects are expected to be better addressed in
the future.
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8 Conclusions
In this report we present the state of the art as prepared by the members of Working
group 2 in the COST action SHELD-ON. The report clearly shows the trends in the ICT
developments towards improving the life of the aging population. The report also
gives some thorough analysis of the different aspects of the ICT developments
presented in a form of separate reports from each focusing group. In the following
section all of the referenced publications are presented as a single reference list. Most
of the publications to be used as a reference list for the state of the art in ICT
developments towards a safe, comfortable and healthy life of the aging population.
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